E-Safety Policy
E-Safety encompasses Internet technologies and electronic communications such as Ipads,
computers, netbooks, mobile phones and wireless technology. It highlights the need to
educate children and young people about the benefits and risks of using new technology and
provides safeguards and awareness for users to enable them to control their online
experiences.
The school’s e-safety policy will operate in conjunction with other policies including those
for Pupil Behaviour, Bullying, Curriculum, acceptable use policy, Data Protection and
Security.

1.

Good Habits

E-Safety depends on effective practice at a number of levels:





2.

Responsible ICT use by all staff and pupils; encouraged by education and made
explicit through published policies.
Sound implementation of e-safety policy in both administration and curriculum,
including secure school network design and use.
Safe and secure broadband from K Com and Capita including the effective
management of content filtering.
National Education Network standards and specifications.

School e-Safety Policy

Our e-Safety Policy has been written by the school, building on the Local Authority and
Government guidance. It has been agreed by the senior leadership team and approved by
Governors.

3.

Why is Internet Use Important?

The purpose of Internet use in school is to raise educational standards, to promote pupil
achievement, to support the professional work of staff and to enhance the school’s
management information and administration systems.
Internet use is part of the statutory curriculum and a necessary tool for learning. It is an
essential element in 21st century life for education, business and social interaction. Access
to the Internet is therefore an entitlement for pupils who show a responsible and mature
approach to its use. Our school has a duty to provide pupils with quality Internet access
Pupils will use the Internet outside school and will need to learn how to evaluate Internet
information and to take care of their own safety and security.
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4.

How does Internet Use Benefit Education?

Benefits of using the Internet in education include:
 access to world-wide educational resources;
 inclusion in the National Education Network which connects all UK schools
 access to experts in many fields for pupils and staff;
 professional development for staff through access to national developments,
educational materials and effective curriculum practice;
 collaboration across support services and professional associations;
 improved access to technical support including remote management of
networks and automatic system updates;
 exchange of curriculum and administration data with the Local Authority and
Government Departments; access to learning wherever and whenever convenient.

5.

How can Internet Use Enhance Learning?






6.

The school Internet access will be designed expressly for pupil use and includes
filtering appropriate to the age of pupils.
Pupils will be taught what Internet use is acceptable and what is not and given clear
objectives for Internet use.
Internet access will be planned to enrich and extend learning activities.
Staff should guide pupils in on-line activities that will support learning outcomes
planned for the pupils’ age and maturity.
Pupils will be educated in the effective use of the Internet in research, including the
skills of knowledge location, retrieval and evaluation.

Authorised Internet Access





7.

The school will maintain a current record of all staff and pupils who are granted
Internet access.
All staff must read and sign the ‘Acceptable ICT Use Agreement’ before using any
school ICT resource. This policy will cover issues such as sexting, radicalisation and
extremism.
Parents will be informed that pupils will be provided with supervised Internet
access.
Parents will be asked to sign and return a consent form for pupil access.

World Wide Web




If staff or pupils discover unsuitable sites, the URL (address), time, content must be
reported to the Local Authority helpdesk via the e-safety co-ordinator, ICT coordinator and school business manager.
The school will ensure that the use of Internet derived materials by pupils and staff
complies with copyright law.
Pupils should be taught to be critically aware of the materials they are shown and
how to validate information before accepting its accuracy.
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8.

Email





9.

Pupils may only use approved e-mail accounts on the school system.
Staff must immediately tell the e-safety co-ordinator, ICT co-ordinator or School
Business Manager if they receive offensive e-mail.
Access in school to external personal e-mail accounts may be blocked.
The forwarding of chain letters is not permitted.

Social Networking

The school will block/filter access to social networking sites and newsgroups unless a specific
use is approved.

10.

Filtering

The school will work in partnership with the Local Authority, Becta and the Internet Service
Provider to ensure filtering systems are as effective as possible.

11.

Video Conferencing



12.

IP video conferencing should use the educational broadband network to ensure
quality of service and security rather than the Internet.
Videoconferencing will be appropriately supervised for the pupils’ age.

Managing Emerging Technologies

Emerging technologies will be examined for educational benefit and a risk assessment will
be carried out before use in school is allowed.

13.

Published Content and the School Web Site



14.

The contact details on the Web site should be the school address, e-mail and
telephone number. Staff or pupils personal information will not be published.
The Headteacher or School Business Manager will take overall editorial
responsibility and ensure that content is accurate and appropriate.

Publishing Pupils’ Images and Work



Photographs that include pupils will be selected carefully and will not enable
individual pupils to be clearly identified. If individual photos of children are
identifiable then the consent of the parents should be sought before publication.
Pupils’ full names will not be used anywhere on the Web site or Blog, particularly in
association with photographs.
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15.

Written permission from parents or carers will be obtained before photographs of
pupils are published on the school Web site.
Work can only be published with the permission of the pupil and parents.

Information System Security




16.

School ICT systems capacity and security will be reviewed regularly.
Virus protection will be installed and updated regularly.
Security strategies will be discussed with the Local Authority.

Protecting Personal Data

Personal data will be recorded, processed, transferred and made available according to the
Data Protection Act 1998.

17.

Assessing Risks




18.

The school will take all reasonable precautions to prevent access to inappropriate
material. However, due to the international scale and linked Internet content, it is
not possible to guarantee that unsuitable material will never appear on a school
computer. The school cannot accept liability for the material accessed, or any
consequences of Internet access.
The school should audit ICT use to establish if the e-safety policy is adequate and
that the implementation of the e-safety policy is appropriate.
Handling e-safety Complaints






19.

Complaints of Internet misuse will be dealt with by a senior member of staff.
Any complaint about staff misuse must be referred to the Headteacher.
Complaints of a child protection nature must be dealt with in accordance with
school child protection procedures.
Pupils and parents will be informed of the complaints procedure.

Communication of Policy

Staff



All staff will be given the School e-Safety Policy and its importance explained.
Staff should be aware that Internet traffic can be monitored and traced to the
individual user. Discretion and professional conduct is essential.

Parents


Parents’ attention will be drawn to the School e-Safety Policy in newsletters, the
school brochure and on the school Web site.
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Referral Process
Pupil and Parents Acceptable use policy
Staff Acceptable Use Policy

Appendix A
Appendix B
Appendix C

Hasland Junior School is committed to the safeguarding and promoting the welfare of
children

Signed…………………………………………………………………………………………………………………………………
(Chair of Governors)

Signed…………………………………………………………………………………………………………………………………
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Appendix A
Flowchart for responding to e-safety incidents in school

E-Safety
Incident

Unsuitable
materials

Inappropriate
Activity

Report to
eSCo and/or
head

Contact
Safeguarding
Children
Advisory
Service

If pupil: review
incident and
decide on
appropriate course
of action, applying
sanctions as
necessary

If staff: review
incident and
decide on
appropriate course
of action, applying
sanctions as
necessary

Debrief

Review
policies and
technical tools

Implement
changes

Monitor
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Appendix B

Acceptable Use Policy – Pupils
Our Charter of Good Online Behaviour
I Promise – to only use the school ICT for schoolwork that the teacher has asked me to do.
I Promise – not to look for or show other people things that may by upsetting.
I Promise – not to send other people pictures or words that I know are inappropriate.
I Promise – to show respect for the work that other people have done.

I will not – use other people’s work or pictures without permission to do so.
I will not – damage the ICT equipment, if I accidently damage something I will tell my teacher.
I will not – share my password with anybody. If I forget my password I will let my teacher know.
I will not – use other people’s usernames or passwords.
I will not – share personal information online with anyone.
I will not – download anything from the internet unless my teacher has asked me to.

I will – let my teacher know if anybody asks me for personal information.
I will – let my teacher know if anybody says or does anything to me that is hurtful or upsets me.
I will – let my teacher know if I accidently see anything which is unpleasant or upsetting to me.
I will – be respectful to everybody online; I will treat everybody the way that I want to be treated.

I understand – that some people on the Internet are not who they say they are, and some people can
be nasty. I will tell my teacher if I am ever concerned in school, or my parents if I am at home.
I understand – if I break the rules in this charter there will be consequences to my actions and my
parents will be told.

Signed (Parent):
Signed (Pupil):
Date:
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Dear parent
Please find attached to this letter a copy of our latest online Acceptable Use Policy (AUP). The AUP
will be revised annually; this version was created in September 2015 and adopted by the
Governing Body.
The aim of the Acceptable Use Policy (AUP) is to ensure that pupils are aware of their
responsibilities when they are working online. While pupils can benefit greatly from the learning
opportunities offered by the school’s Internet resources it is important they are used in a safe and
effective manner. Internet and email use is considered a school resource and privilege.
Therefore, if the school AUP is not adhered to this privilege will be withdrawn and appropriate
sanctions will be imposed.
Before signing, please carefully read the AUP with your child to ensure that they understand and
accept the conditions of use.
Further information about the strategies that the school employs in order to maximise learning
opportunities and reduce the risks associated with the Internet are detailed on the reverse of this
letter. If, after reading this information, you are willing to allow your child to use the internet
while in school then please complete and return the permission slip on the last page.
Please be aware that your child will not be allowed to make use of the internet until we receive
both a signed copy of the Pupil Acceptable Use Policy and a completed permission slip.
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General
 Internet sessions will always be supervised by a teacher
 Filtering systems are used by our Internet Service Provider, (Openhive/Capita) in order to
minimise the risk of exposure to inappropriate material
 Openhive will monitor internet usage
 Pupils and teachers will be provided with training in the area of Internet safety this will
include issues relating to extremism and radicalisation.
 Uploading and downloading of non-approved software will not be permitted. If anyone
tries there are restrictions in place which prevents this happening
 Virus protection software is present on all machines and is updated and checked
automatically on a daily basis
 The use of personal memory sticks, CD-ROMs, or other digital storage media in school
requires a teacher’s permission
 Pupils will treat others with respect at all times and will not undertake any actions that
may bring the school into disrepute.
 Pupils will not access other people’s files.
 Pupils will always treat the computer equipment with care and respect
World Wide Web
 School staff and pupils will not intentionally visit Internet sites that contain obscene, illegal,
hateful or otherwise objectionable materials
 School staff and pupils will report accidental accessing of inappropriate materials in
accordance with school procedures
 Pupils will use the Internet for educational purposes only and seek permission from a
member of staff before using the internet
 Pupils will not copy information into work without acknowledging the source (plagiarism
and copyright infringement)
 Pupils will NEVER disclose or publicise personal information
 Downloading materials or images not relevant to class work and homework is in direct
breach of the school’s acceptable use policy
 School staff and pupils will be aware that any usage, including distributing or receiving
information, school-related or personal, may be monitored for unusual activity, security
and/or network management reasons.
Email




School staff and pupils will use approved email accounts
School staff and pupils will not send or receive any material that is illegal, obscene and
defamatory or that is intended to annoy or intimidate another person
Pupils will not reveal their own or other people’s personal details, such as addresses,
telephone numbers or pictures
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Pupils will never arrange a face-to-face meeting with someone they only know through
emails or the internet
Pupils will note that sending and receiving email attachments is subject to permission
from their teacher.
Pupils will never send pictures or messages that include material that is inappropriate –
e.g. sexual (sexting) or offensive.

Internet Chat
 Students will only have access to chat rooms, discussion forums, messaging or other
electronic communication forums that have been approved by the school
 Chat room, discussions forms and other electronic communication forums will only be used
for educational purposes and will always be supervised
 Usernames will be used to avoid disclosure of identity
 Face-to-face meetings with someone organised via Internet chat will be forbidden

School Website
 The website will be regularly checked to ensure that there is no content that
compromises the safety of pupils or staff
 The publication of pupil work will be co-ordinated by school staff
 Pupils’ work may appear in an educational context on our school website page
 The school will endeavour to use digital photographs, audio or video clips focusing on
group activities. Content focusing on individual students will not be published on the
school website without parental permission.
 Personal pupil information including home address and contact details will be omitted
from school web pages
 The school website will not publish the names of any pupils
 The school will ensure that the image files are appropriately named – will not use
pupils’ names in image files if published on the web
 Pupils will continue to own the copyright on any work published
Personal Devices
Pupils are prohibited from bringing personal devices into school
Support Structures
The school will inform pupils and parents of key support structures and organisations that deal
with illegal material or harmful use of the Internet
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Sanctions
Misuse of the Internet may result in disciplinary action, including written warnings, withdrawal of
access privileges and in extreme cases, suspension or expulsion. The school also reserves the right
to report any illegal activities to the appropriate authorities.

Permission Form
Please review the attached school Internet Acceptable Use Policy, sign and return this permission
to the school.
School Name: Hasland Junior School
Name of Pupil: …………………………………………………………………
Class: .....................................................................................
Parent/Guardian
As the parent or legal guardian of the above pupil, I have read the Acceptable Use Policy and grant
permission for my son or daughter or the child in my care to access the Internet. I understand that
Internet access is intended for educational purposes. I also understand that every reasonable
precaution has been taken by the school to provide for online safety but the school cannot be held
responsible if pupils access unsuitable websites.
I accept that above paragraph
(Please tick as appropriate)

I do not accept the above paragraph

In relation to the school website, I accept that, if the school considers it appropriate, my child’s
schoolwork may be chosen for inclusion on the website. I understand and accept the terms of the
Acceptable Use Policy relating to publishing children’s work on the school website.
I accept the above paragraph
(Please tick as appropriate)

I do not accept the above paragraph

Signature: …………………………………………………. Date: …………………………………………………
Parent/carer of: …………………………………………………………………………………………………………
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